Using Outlook off Campus

In order to comply with security initiatives, access directly to Exchange using the configuration given above will only be permitted for users that are located on campus or are using the VPN client to access the campus network.  There is, however, a secure alternative to the VPN solution, called RPC over HTTP, which directs RPC traffic (how the Outlook client talks to Exchange) over an SSL connection to secure all data being transferred.

*Create an Outlook profile to use with RPC over HTTP:*In order for your users to use RPC over HTTP from their client computer, they must create an Outlook profile that uses the necessary RPC over HTTP settings.  These settings enable Secure Sockets Layer (SSL) communication with Basic authentication, which is necessary when using RPC over HTTP.

Although optional, it is highly recommended that you use the "Use Cached Exchange Mode" option for all profiles that will connect to Exchange using RPC over HTTPS.

1. Click Start and then click Control Panel.

2. In Control Panel, perform one of the following tasks: 

· If you are using Category View, in the left pane, under "See Also," click "Other Control Panel Options," and then click Mail.

· If you are using Classic View, double-click Mail.

3. In Mail Setup, under Profiles, click "Show Profiles."

4. In Mail, click Add.

5. In "New Profile," in the Profile Name box, type a name for this profile, and then click OK.

6. In the E-mail Accounts wizard, click "Add a new e-mail account," and then click Next.

7. On the Server Type page, click "Microsoft Exchange Server," and then click Next.

8. On the Exchange Server Settings page, perform the following steps: 

· In the Microsoft Exchange Server box, type the name of your back-end Exchange server where your mailbox resides. (suexcl-01.ad.syr.edu)

· Check the check box next to "Use Cached Exchange Mode."

· In the "User Name" box, type the user name.

· Click "More Settings."

9. On the Connection tab, in the "Exchange over the Internet" pane, select the "Connect to my Exchange" mailbox using HTTP check box.

10. Click "Exchange Proxy Settings."

11. On the Exchange Proxy Settings page, under Connections Settings, perform the following steps: 

· Enter the fully qualified domain name (FQDN) of the RPC Proxy server in the "Use this URL to connect to my proxy server for Exchange" box (exchange.syr.edu)

· Select the "Connect using SSL only" check box.

· Select the "Mutually authenticate the session when connecting with SSL" check box next.

· Enter the FQDN of the RPC Proxy server in the "Principle name for proxy server" box. Use the format: msstd:FQDN of RPC Proxy Server. (msstd:exchange.syr.edu)
· As an optional step, you can configure Outlook 2003 to connect to your Exchange server using RPC over HTTP by default by checking the check box next to "On fast networks, connect to Exchange using HTTP first, then connect using TCP/IP."

12. On the Exchange Proxy Settings page, in the Proxy authentication settings window, in the "Use this authentication when connecting to my proxy server for Exchange list," select NTLM Authentication.

13. Click OK

14. Enable RPC over HTTP by configuring your user's profiles to allow for RPC over HTTP communication with Outlook 2003. Alternatively, you can instruct your users on how to manually enable RPC over HTTP for their Outlook 2003 profiles.


